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Gyberbullying




Cyberbullying

ﬁ Nasilje na internetu
+ Nettikiusaaminen
3 Cyberbullying

wp Cyberprzemoc
‘ ' Agresiune pe internet

£ Ccib
& Clberacoso

Cyberbullying is the use of technology to bully someone -
to deliberately and repeatedly engage in hostile behaviour
to hurt them socially, psychologically or even physically.

This term specifically refers to the online abuse of children
and young people aged 18 and under. Groups and
individuals can be both the perpetrators and targets of
cyberbullying, (which is also known as 'online bullying).

Cyberbullying can take place on social media,
through online chat and messaging services,
text messages, emails, on message boards
and in online forums that allow people

to comment publicly.

Young people may also refer to this behaviour
as 'creating drama' and 'saying mean things'.




Cyberstalking

@ Uhodenje na internetu
+ Nettivakoilu

Perseguicdo cibernética

wp Cyberprzesladowanie
( ) Hartuire

ﬁi‘ A ib s, -
v COSO Clbernetico

Cyberstalking is when someone keeps
constant track of a person online in a way
that makes them feel uncomfortable,
worried or threatened.




Coercion
@ Prisila

= rakko

Coerc¢ao

wp Przymus, zmuszanie
‘ ' Constrangere

iﬁi‘ C . s
v odacclon

To pressure or scare an unwilling person fo do
something (or avoid doing something) by using
force or threats. Coercive control can be part of
domestic and family violence and a contributing
factor in adult cyber abuse. It is often part of a
pattern of domination that includes tactics to
isolate, degrade, exploit and control victims.




Trolling
ﬁ Trolanje

w Trollowanie
‘ ' Pacalire

Al .
& Provocacion
wwr

Trolling is when someone
posts or comments online
to deliberately provoke an
argument or emotional
reaction.

Trolls may post
anonymously or under
a fake name, so they
feel free to say things
without being held
responsible.

They often try to
downplay the
impact of their”
behaviour, claiming
anyone upset by
it is overreacting.




Technology-facilitated abuse

@ Tehnolosko nasilje
+ Tekniikan helpottama vaddrinkadytto

Abuso facilitado pela tecnhologia

wp Naduzycie z wykorzystaniem technologii
( ) Abuz tehnologic

ﬁ: Abuso facilitado por la tecnologia

Technology-facilitated abuse, sometimes called
tech abuse, is where digital technology is used to
enable, assist or amplify abuse or coercive
control of a person or group of people.

o%




Adult cyber abuse

am Zlostavljanje od strane odraslih na
¥ internetu

+ Aikuisten nettivakivalta

Abuso cibernético de adultos

wp Naduzycia w sieci dotyczqce dorostych
( ) Abuz cibernetic pentru adulti

Al . s, .

& Acoso cibernetico entre adultos

Adult cyber abuse is when the internet is used to
send, post or share content that is harmful to the

physical or mental health of a person who is 18
or older.
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Fokenews LY

ﬁ Lazne vijesti
+ Valeuutiset

Noticias falsas

wp Fatszywa informacja

( ) stiri false

Al ..
# Noticias falsas
wwr

This is false information that has been created in
a way that makes it look like a trustworthy news

report.

HOW TO SP T FAKE NEWS

e?
=
CONSIDER THE SOURCE

Click away from the story to investigate
the site, its mission and its contact info.

o

CHECK THE AUTHOR

Do a quick search on the author. Are
they credible? Are they real?

CHECK THE DATE

Reposting old news stories doesn’t
mean they’re relevant to current events.

CHECK YOUR BIASES

Consider if your own beliefs could
affect your judgement.

4l

READ BEYOND

Headlines can be outrageous in an effort
to get clicks. What'’s the whole story?

SUPPORTING SOURCES?

Click on those links. Determine if the
info given actually supports the story.

ISIT A JOKE?

If it is too outlandish, it might be satire.
Research the site and author to be sure.

s

ASK THE EXPERTS

Ask a librarian, or consult a
fact-checking site.




AMNDeepfoke

@ Deepfake
+ Syva vdarennos

Falsificacdo profunda
wp Ldaczenie obrazow twarzy przy uzyciu Al
( ) Falsificare identitate

Al [
& Falsedades extremas

A 'deepfake' is an extremely realistic — though fake
— image or video that shows a real person doing or
saying something that they did not actually do or
say. Deepfokes are created using artificial
infelligence software that draws on a large number
of photos or recordings of the person. Deepfakes
have been used to create fake news, celebrity
pornographic videos and malicious hoaxes.




Clickbait WA

3 Klikolovka

+ Napsautussyotti

&P Clickbait
Odnosnik

W
. Fraudare
O Publicidad enganosa

":‘g_ A flashy headline with a link that takes you to
S misleading or not-as-interesting-as-it-seems
% information, usually designed
% to serve you with advertising.
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ﬁ Drugi profil na internetu
+ Fake insta

Finsta

wp Fatszywe konto na Instagramie
() contfals

N .
& Cuenta falsta Instagram - Finsta

This is a combination of the words 'fake' and 'insta
(short for Instagram). A ‘finsta' is a fake Instagram
account that people use to post content that is
different to their real Instagram account. This
content may be more spontaneous, intimate or
revealing.

A ‘finsta' can also be used to abuse people while
pretending to be another person.
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Misinformation

a» Nenamjerno dijeljenje netocnih i
¥ pogrednih informacija

= vadra tieto

Desinformacado
wp Dezinformacja
‘ ' stiri false/minciunt

Desinformacion

Misinformation is incorrect or misleading
information presented as fact, either
intentionally or unintentionally.




Data
privacy
an
phising




—
@)

Mrezna krada identiteta

tietojen varastelu

Falsificacao

wytudzanie poufnych informacji

Deposedare

)

Suplantacion de identidad

Phishing is the sending of fake emails to tfry fo
manipulate the receiver or obtain personal
information from them. The emails often claim to be
from a bank, online retailer, or credit card company.

Recipients may be directed to what appears to be a
genuine website for the organisation or company,
which encourages them to reveal financial details
such as credit card numbers, account names and
passwords, or other personal information.
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a» Prikupljanje osobnih podataka bez dopustenja i
- hjithovo javno objavljivanje

+ Doksaus
\ 4

Gromadzenie { wykorzystywanie poufnych danych

( ) poxing
A

i Filtracion de datos

Doxing is the intentional online exposure of an
individual’s identity, private information or
personal details without their consent.

Sharing the information publicly undermines the
target’s privacy, security, safety and/or
reputation. Often those responsible for doxing
urge others to use the information to harass the

person targeted.

Old websites

Forums and
web discussions

Hackers can access
your personal
information in various
places online:

& %

—




w Wirus
‘ ' Virus
Al .

#  \Iirus
--w

A virus is a type of malicious software that is
designed to copy itself and ‘infect’ computers.
Viruses can lead to corrupted data and system
failure.

Viruses are often disguised as something else so
they can be transferred from one computer to
another without the users knowing. They can be
hidden in emails, on USBs or in files that are
shared across the internet.

Anfti-virus software can be installed
on computers to help scan
for computer viruses

and remove them.




(] Cattishing

Mamljenje pomocu laznog identiteta u
cilju prevare

PN
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ll- Henkilo joka kayttdad valeprofiilia
Catfishing

wp Podszywanie sig pod kogos
() Folosire de conturi false

‘@

Catfishing means luring someone
info a relationship using a fake
online identity, often to scam them.




Keylogging _________[FAl,

Koristenje laznog hardvera ili softvera za
kradu podataka

Virus ottaa valtaan ndppdimiston

Registo de teclas

Szpiegowanie za pomocg programu
Detector se parole

Registro de teclas

Keylogging is the use of either a
rogue device (hardware) installed
on a USB, computer keyboard or
spyware prograom (software) fo
record every keystroke typed by the
user.

This is used to
steal infermation
such as
passphrase —_
credit card nUmbers' ™
and bank account
_deftuails. ~
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@ Vrsta zlonamjernog softvera
+ Mainosohjelma

w Oprogramowanie reklamowe
( ) Program de reclame

aﬁz Programa de publicidad

Adware is generally unwanted software that hides
on a user’s device and displays advertisements on
their screen - often monitoring their behaviour to
target them with specific ads. Adware is commonly
bundled in when installing 'free' software. It can be
considered a form of malware due to the
performance impact from system resource
consumption (CPU, RAM).

How to Prevent Adware

DOWNLOAD !

¢ Only trust reputable ® Read terms and conditions
sites for downloads to opt out of installations

¢ Enable safety settings to ® Search reviews for
block and scan adware negative experiences

e Avoid clicking ads or notices e Monitor bank statements

f “ . . e
¢ Update operating systems or suspicious activity




Ransomware

<p Vrsta zlonamjernog virusa

+ Lunnasohjelma

Ransomware
wp Oprogramowanie zqdajqce okupu
‘ ' Santaj
o Secuestro de datos

Ransomware is o type of malware
that blocks or limits access to your
computer or files, and demands a
ransom be paid to the scammer in
return for the computer or file being

unlocked.
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] Cyber attck

@ Napad na interentu
+ Internet hyokkadys

Ataque cibernético

wp Cyberatak
‘ ' Atac cibernetic

Al . 7.
&  Ataque cibernético
A 4

An infiltration or blocking of an internet
connected system or network with the
intent to cause damage or disruption or
gain unauthorised access to information.

Man in the
Middle attack |—

Types of

Cyber Attacks A

Zero-day
exploit

T
L | :' v
T

DNS
Tunneling

sQL
injection

& s > W
tﬁ‘ ey
2
DoS and _ L XSS attacks Cryptojacking
DDoS attack  Social engineering

FOR +INFO
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25 Online harmful content

@ Online harmful content
+ Haitallinen verkkosisdlto

Conteudos nocivos em linha

wp Szkodliwe tresci online
( ) continut prejudicios in mediul virtual

A . ~ . ,
& Contenido danino en linea

Harmful confent can be anything that
causes harm to a young person, either
because it is offensive, inappropriate or
encourages negative behaviour.

Examples of this include seeing explicit
images, viewing pictures of self-harm,
or accidentally clicking on malware and
viruses

v ¥ .

Bullying &
harassment

XXX

| Pornography

TYPES OF
ONLINE
HARMS

| o

L Hatespeech



Dark web 2 6

Dark web

pimed netti
Dark web
ciemna sieé

Internetul ascuns

web oscura

The dark web is a collection of websites that require
specific software and encryption to access them
and is typically used for illegal online activity. The
dark web forms a portion of the deep web that is
infentionally hidden from search engines and web
browsers.

Surface web

Deep web



27 Doomscrolling/Doomsurfing

an : .. N
wp raganje za losim vijestima
+ Tuomioselailu

Doomescrolling/doomsurfing

wp DPoomscrolling/doomsurfing
( ) poomscrolling/doomsurfing

& Lectura de muchas noticias negativas

Doomscrolling or doomsurfing is when
users habitually scroll through negative
news arficles, social media posts and
other content. This can have negative
impacts on wellbeing.




Abhorrent violent conduct material

<y Nasilni sadrzdji na internetu

+ Vastenmielinen, vakivaltainen sisadlto
Material de conduta violenta abominavel
wp Odrazajace tresci

‘ ' Abhorrent violent conduct material

ﬁ Material de conducta violenta aberrante

Abhorrent violent conduct material shows
or encourages acts including terrorism,
murder, attempted murder, svicide, torture,
rape, and kidnapping that uses or threatens
violence.
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A hdult Industry

ﬁ Seksualni sadrzaji
= Aikuisten sisdlto

Industria de adultos

wp Przemyst erotyczny
‘ ' Divertisment pentru adulti

& Industria para adultos

Commercial enterprises (individuals,
businesses or peak bodies) involved
in the sale or purchase of sex-related
enfertainment services.




Fight video

ﬁ Video sadrzaji s tucnjavama

Tappelu video

VVideo violento

Film ukazujgcy przemoc dziecka wobec
W innego dziecka

( ) violentd virtuala

Al , .
# \ideo violentos
-

A fight video is o recording of
person physically assaulfing another
person. For example, by pushing,
punching, hitting or kicking them.
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Sexting _______ [ReYA

@ Slanje seksualiziranih fotografija
+ Seksuaalinen viestittely

Sexting

o Seksualne tresci lub obraz
‘ ' Sexting

PN .

& Sexting

Sexting - more commonly known as
'sending nudes' or sometimes 'naked
selfies' - refers to the sending of
infimate photos, messages, or videos,
generally using a mobile phone. Nudes
are generally sent via text, private
messaging apps or social media.
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PN :
-y CGrooming

4= croomine
— Grooming

w Uwodzenie dziecka w sieci
‘ ' Grooming

Al .
&  Acoso sexual online
-

Grooming is when an adult deliberately
establishes an emotional connection with a
child in order to lower their inhibitions, fo
make it easier to have sexuval contact with
them. It may involve an adult posing as a
child in an online game or on a social media
site to befriend a child and encourage them
to behave sexudlly online or to meet in
person.




Tajno snimanje intimnih dijelova tijela
Otettu kuva hameen alta

Upskirting
Fotografowanie/filmowanie pod
spodnicag/sukienkqg

Neconsensualism

Fotografias o videos por debajo de la ropa

The act of taking a sexually intrusive
photo or video under another person's
clothing without their consent.
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o



BB copping

Koristenje softvera za snimanje zaslona
a Rako bi se snimila slika ili video osobe
W koja se upusta u intimnu ili seksualnu
aktivnost na internetu

ll- Cappind
Cobertura

Limit reklamy na uzytkownika

() capping
& Captura pantalla actividad sexual

o

When someone, known as a ‘capper’,
uses screen capture software to take a
picture or a video of a person engaging
in infimate or sexual activity online.




Sexuval extortion
o Ucjenjivanje intimnim video materijalima
¥ ili fotografijama
Seksuaalista kiristystad
Extorsdo sexual
Wymuszenie seksualne
Extorcare sexuala

Extorsion sexual

If someone tries to blackmail a person over intimate
images or videos of them, that’s a type of image-
based abuse called sexual extortion, sometimes
known as sextortion.

The blackmailer threatens to reveal
intimate images of the person unless
they give in to their demands.

These demands are typically for
money, cryptocurrency, gifts cards,
online gaming credits or more
intimate images.
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- Dijeljenje ili prijetnje dijeljenjem intimne
w» Slike ili videa bez pristanka prikazane
osobe.
+ Kuvapohjainen vadarinkaytto
Abuso de imagens

Upowszechhnianie intymnych
W zdjeé bez zgody

( ) 'mage-based abuse

Abuso basado en imdgenes

Sharing, or threatening to share, an
infimate image or video without the
consent of the person shown.







